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Summary:

Our present reality is witnessing a tremendous technological advancement,
where it is now possible to conduct transactions and agreements through
electronic means without the need for direct contact. This has paved the”way for
the emergence of electronic fraud and scam crimes, which exploit digital
loopholes to deceive victims and steal their money or data. This dissertation
addressed these crimes by defining them linguistically, jurisprudentially, and
legally, with a focus on distinguishing them from similar offenses such as fraud
or forgery, by highlighting their digital specificity.

The study also examined the elements that constitute this crime, where the
material element lies in using deceptive electronic tricks or misleading digital
platforms, while the moral element is found in the offender’s inte’t to deceive the
victim and achieve illicit gain. The diss”rtat’on also presented the most prominent
forms of electronic fraud, such as fake websites, phishing emails or SMS
messages, f’ke financial apps, and other evolving methods that are often difficult
to prove in court.

Regarding penalties, the dissertation outlined the primary sanctions such
as imprisonment and fines, as well as supplementary penalties like banning the
offender from practicing certain activities or confiscating tools used in the crime.
In terms of prevention, the”’study reviewed the adopted technical and
administrative means, such as enhancing cybersecurity systems and forming
specialized teams, in addition to media and legal tools ”ike awareness campaigns
and i1ssuing laws tailored to the nature of ’he digital environment and the
evolution of fraud techniques.

Keywords: Electronic fraud. Digital scam. Cybercrime. Legal penalties.
Electronic prevention
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